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Overview  
The Video Recording Manager (VRM) is shipped as part of BVMS and pre-installed on DIVAR IP appliances. 
When VRM is deployed without configured administrator credentials, its management interface does not 
enforce an authentication barrier. If the same interface is reachable from the public internet through firewall, 
NAT, or reverse-proxy configuration, remote unauthenticated users may obtain access to system 
configuration, connected-device information, and video-management data, resulting in a loss of confidentiality 
and potential impact to integrity and availability of the recording environment. This product security 
information applies to all currently supported VRM versions. 

Customer Action Required 
Action required Reboot required Service interruption Compensating control 
Yes  No None    N/A 

Affected Products 
The following product families are within scope of this notice. See Material Lists at the end of this document 
for full CTN/SAP enumeration. 

Product family / line Affected versions 
DIVAR IP all-in-one 5000 (DIP-52xx) All models 

DIVAR IP all-in-one 7000 (DIP-72xx) All models 
DIVAR IP all-in-one 7000 R3 (DIP-73xx) All models 

DIVAR IP all-in-one 7000 (DIP-74xx) All models 

DIVAR IP all-in-one 4000 (DIP-44xx) All models 

DIVAR IP all-in-one 6000 (DIP-64xx) All models 

BVMS 13.1 

BVMS 14.0 

Technical Details 
Considered Common Vulnerabilities and Exposures (CVE) 

Not applicable. 

Vulnerability Details 
A VRM installation without configured credentials does not provide an authentication barrier for its 
management interface. When network or firewall settings make this interface accessible from the internet, 
remote unauthenticated users may be able to access system configurations, connected-device information, 
and video-management data. 

Administrators should configure strong, unique VRM credentials before deployment and ensure that the 
management interface is not directly accessible from the internet. Access should be limited to trusted 
management networks or provided through a secure VPN. 

Solutions and Mitigations 

Recommended actions: 

 Remove the administration interface from direct public-internet access. 



 
 

 Restrict access to trusted management networks or an authenticated VPN. 
 Review firewall, NAT, reverse-proxy, and network-segmentation rules. 
 Ensure authentication and role-based access controls are enabled and correctly configured. 
 Review audit logs for unauthorized access and inspect connected devices for unexpected changes. 
 Apply current IQSIGHT product updates and follow the applicable system-hardening guidance. 

References 

 https://commerce.iqsight.com/us/en/BVMS-Professional-14-0/p/173935237643/ 
 https://commerce.iqsight.com/us/en/BVMS-Professional-13-0/p/129764956939/ 
 https://commerce.iqsight.com/us/en/DIVAR-IP-all-in-one-4000/p/92189441035/ 
 https://commerce.iqsight.com/us/en/DIVAR-IP-all-in-one-6000/p/92190182667/ 
 https://commerce.iqsight.com/us/en/DIVAR-IP-all-in-one-7000-2U-gen-4/p/104007158667/



 
 

Material Lists 

Complete enumeration of affected commercial product references. Duplicate this table per product family as 
needed. 
BVMS 

Family name Versions CTN SAP# Material description 
BVMS Professional 13.1 MBV-BPRO F.01U.393.647 License Professional base 

BVMS Plus 13.1 MBV-BPLU F.01U.393.650 License Plus base 

BVMS Plus DIP 13.1 MBV-BPLU-DIP F.01U.374.503 License Plus base for DIVAR IP 

BVMS Lite 13.1 MBV-BLIT F.01U.393.648 License Lite base 

BVMS Lite DIP 13.1 MBV-BLIT-DIP F.01U.358.975 License Lite base for DIVAR IP 

BVMS Professional 14.0 MBV-BPRO F.01U.393.647 License Professional base 

BVMS Plus 14.0 MBV-BPLU F.01U.393.650 License Plus base 
BVMS Plus DIP 14.0 MBV-BPLU-DIP F.01U.374.503 License Plus base for DIVAR IP 
BVMS Lite 14.0 MBV-BLIT F.01U.393.648 License Lite base 

BVMS Lite DIP 14.0 MBV-BLIT-DIP F.01U.358.975 License Lite base for DIVAR IP 

 
DIVAR IP all-in-one 5000 (DIP-52xx) 

CTN SAP# Material description 
DIP-5240IG-00N F.01U.361.821 Management Appliance w/o HDD 
DIP-5244IG-4HD F.01U.362.424 Management Appliance 4x4TB 
DIP-5248IG-4HD F.01U.362.423 Management Appliance 4x8TB 
DIP-524CIG-4HD F.01U.362.422 Management Appliance 4x12TB 

DIP-5240GP-00N F.01U.359.551 Management Appliance GPU wo HD 

DIP-5244GP-4HD F.01U.359.552 Management Appliance GPU 4x4TB 

DIP-5248GP-4HD F.01U.359.553 Management Appliance GPU 4x8TB 

DIP-524CGP-4HD F.01U.359.554 Management Appliance GPU 4x12TB 

 
DIVAR IP all-in-one 7000 (DIP-72xx) 

CTN SAP# Material description 
DIP-7280-00N F.01U.362.591 2U Management Appliance w/o HD 
DIP-7284-8HD F.01U.362.592 2U Management Appliance 8x4TB 
DIP-7288-8HD F.01U.362.593 2U Management Appliance 8x8TB 
DIP-728C-8HD F.01U.362.594 2U Management Appliance 8x12TB 

DIP-72G0-00N F.01U.362.595 3U Management Appliance wo HDD 

DIP-72G8-16HD F.01U.362.596 3U Management Appliance 16x8TB 

DIP-72GC-16HD F.01U.362.597 3U Management Appliance 16x12T 

 
DIVAR IP all-in-one 7000 R3 (DIP-73xx) 

CTN SAP# Material description 
DIP-7380-00N F.01U.385.539 Management appliance 2U without HD 
DIP-7384-8HD F.01U.385.540 Management appliance 2U 8X4TB 



 
 

DIP-7388-8HD F.01U.385.541 Management appliance 2U 8X8 TB 
DIP-738C-8HD F.01U.385.542 Management appliance 2U 8X12 TB 

DIP-73G0-00N F.01U.385.543 Management appliance 3U without HD 

DIP-73G8-16HD F.01U.385.544 Management appliance 3U 16X8TB 

DIP-73GC-16HD F.01U.385.545 Management appliance 3U 16X12 TB 

 
DIVAR IP all-in-one 7000 (DIP-74xx) 

CTN SAP# Material description 
DIP-74C0-00N F.01U.417.248 Management appliance, 2U w/o HDD 
DIP-74C4-8HD F.01U.417.249 Management appliance, 2U 8X4TB 
DIP-74C8-8HD F.01U.417.250 Management appliance, 2U 8X8TB 
DIP-74CI-8HD F.01U.417.251 Management appliance, 2U 8X18TB 

DIP-74CI-12HD F.01U.417.252 Management appliance, 2U 12X18TB 

DIP-74G0-00N F.01U.417.253 Management appliance, 3U w/o HDD 

DIP-74GI-16HD F.01U.417.254 Management appliance, 3U 16X18TB 

 
DIVAR IP all-in-one 4000 (DIP-44xx) 

CTN SAP# Material description 
DIP-4420IG-00N F.01U.404.040 Management appliance w/o HDD 
DIP-4424IG-2HD F.01U.404.041 Management appliance 2x4TB 
DIP-4428IG-2HD F.01U.404.042 Management appliance 2x8TB 
DIP-442IIG-2HD F.01U.404.043 Management appliance 2x18TB 

 
DIVAR IP all-in-one 6000 (DIP-64xx) 

CTN SAP# Material description 
DIP-6440IG-00N F.01U.404.045 Management appliance 1U w/o HDD 
DIP-6444IG-4HD F.01U.404.046 Management appliance 1U 4x4TB 
DIP-6448IG-4HD F.01U.404.047 Management appliance 1U 4x8TB 
DIP-644IIG-4HD F.01U.404.048 Management appliance 1U 4x18TB 

Document Change Log 

Date Version Summary of changes 
10/14/2026 1.0 Initial release. 

 


